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Govt gives
Facebook a
reprieve

KOMSAN TORTERMVASANA

The Digital Economy and Society Ministry
yesterday decided against shutting down
the content delivery network (CDN) orig-
inating Facebook's server even though
131illicitwebpages remained accessible
in Thailand as a regime-imposed dead-
line that it remove some posts passed.

Takorn Tantasith, secretary-general of
the National Broadcasting and Telecom-
munications Commission (NBTC), said
Thai authorities decided not to go ahead
with the shutdown because Facebook
hadyetto receive court orders involving
these web addresses.

The NBTC demanded Facebook
remove 131 pages deemed illegal by the
Criminal Court by 10am yesterday.

The Thai Internet Service Provider
Association (Tispa) was told to shut
down the CDN of www.facebook.com
and other parts of the network to block
such illegal content if the social media
giant failed to remove the content.

The CDN is a system of distributed
servers that deliver webpages and other
web content to a user based on the user’s
geographical location and the origin of
the webpage.

Mr Takorn yesterday went to the Tispa
head office to see whether the illicit URLs
were taken down. However, after the
deadline passed, the 131 illicit webpages
remained accessible.

The targeted webpages contain con-
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tent deemed a security threat or in viola-
tion of the strict lese majeste laws.

He said the ministry would forward
the court orders involving the offences
committed by 34 webpages by yesterday.
These web addresses are expected to be
blocked within 24 hours.

He said the NBTC and the ministry
are serious about enforcing the law
and taking down the illicit webpages,
but they need to work together to
ensure efficiency.

Mr Takorn said the ministry will ask
the Technology Crime Suppression Divi-
sion to speed up its cases against the
remaining 97 webpages so that they are
blocked within this month.

According to Mr Takorn, Thaiauthori-
ties are satisfied with the cooperation
from Facebook which has blocked many
illicit webpages, reducing their number
from 309 to 131, as of last Friday.

“The NBTC and the ministry are satis-
fied with the cooperation they received
from Facebook. The social media giant is
expected to remove the illicit webpages
within 24 hours of receiving the court
orders,” he said.

Mr Takorn added that the regulator
expects long term cooperation from the
social media giantas the number ofillicit
webpages continues to grow.

The secretary-general also added that
all social media operating in Thailand
has to follow Thai laws. All state agencies
and regulators have to strictly follow any
court order or they could be in violation
of Section 157 ofthe Criminal Code which
prohibit state officers from any action that
causes damage to the state.

Prime Minister Prayut Chan-o-cha
said the government cannot force Face-
book to shut down the illegal webpages
and all it can do is seek cooperation.

“We are asking for cooperation from
the private sector and those responsible
|for maintaining the webpages| butwe do
need court orders to back our requests,’

he said.
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Facebook awaits court orders

PRIME MINISTER SAYS ‘NO AUTHORITY’ TO SUSPEND
SOCIAL MEDIA OPERATIONS AFTER DEADLINE LAPSES

JIRAPAN BOONNOON,
WASAMON AUDJARINT
THE NATION

THE MINISTRY of Digital Economy and
Society staffhas said it expects social media
giant Facebook toblock access toall 131web
addresses deemed illegal by authorities by
the end of the month.

Facebook, meanwhile, was waiting for
official court orders regarding the content
in question.

Somsak Kaosuwan, deputy permanent
secretary of the ministry, said yesterday that
his agency expected that the URLs with
content deemed illegal would be blocked
this month.

He said the ministry had sent 24 official
court orders in English to Facebook - each
one focusing on a single web address - in
order to support its request for the compa-
ny to block the URLs, adding that blockage
could be done within a single day.

The remaining 107 official court orders
will be sent as soon as they are available, he
said.

The ministry was waiting for official
court orders from the Criminal Court.

Earlier, authorities gave Facebook until
late yesterday morning to make the web
pages inaccessible in Thailand while threat-
ening legal action. However, none of the
URLs were blocked after the deadline
passed.

The 131 web addresses in question were
deemed to have content insulting to the
monarchy, threatening national security,
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depicting pornography or being involved in
fraud.

With more than 40 million users,
Thailand is among the world’s most active
countries on Facebook.

Takorn Tantasith, secretary-general
of the National Broadcasting and
Telecommunications Commission (NBTC),
said yesterday that his agency had through
local Internet service providers (ISPs) sent
copies of 34 court orders to block URLs
with illegal content.

In response, Facebook requested an offi-
cial English version of the court orders
before it proceeded with blocking the
addresses in Thailand.

“Facebook is cooperating with Thailand,”
Takorn told reporters yesterday after the
10am deadline passed.

Morragot Kulatumyotin, president of
the Thai Internet Service Provider
Association (TISPA), said yesterday thatin
response tothe ISPs’requesttoblock URLs,
Facebook asked for official court orders to
prove that the content was considered ille-
gal under Thailaw. She said Facebook noted
this was in line with international stan-
dards.

Facebook yesterday again referred toits
stated policy in response to the authorities’
request.

“When governments believe that some-
thing on the Internet violates their laws,
they may contact companies like Facebook
and ask us to restrict access to that content.
When we receive such a request, we review
it to determine if it puts us on notice of
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unlawtul content. “If we determine that it
does, thenwe makeitunavailablein therel-
evant country or territory and notify peo-
ple who try to access it why it is restricted,”
a Facebook spokesperson said.

He was responding to a question from
The Nation as to whether Facebook
would block access as requested by the
NBTC.

Under its policy, Facebook will comply
with a country’s request to remove content
ifitreceives avalid courtorder, AFPreport-
ed yesterday.

Meanwhile, Prime Minister Prayut
Chan-o-cha admitted yesterday that his
government did not have the authority to
suspend Facebook’s operations in Thailand
following its refusal to immediately block
the URLs.

Prayut said the only thing the govern-
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ment could do was to seek court orders
addressing specific URLs and have social
media providers cooperate by blocking
those web addresses.

“All we can do is ask for cooperation from
foreign countries, the private sector and
Internet service providers,” the premier
said. “It’s because we have no better
options.”

He told reporters yesterday that 6,000
web pages had been blocked recently by
foreign social media platforms and search
engines following government requests.

“We are now trying to work on the
remaining ones and we must continue to
work by asking for cooperation from for-
eign governments, the private sector and
local website administrators,” he said.

m CONTROVERSIAL PHOTOS 2A
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Ransomware attack under control: govt

THE NATION

THE global cyberattack involving malicious software known as WannaCry has been limited in
Thailand and under control, authorities said yesterday.

Takorn Tantasith, secretary-general of the National Broadcasting and Telecommunications
Commission (NBTC), said the NBTC and Ministry of Digital Economy and Society had been
ableto control the situation.

Hesaid state agencies and Intermet service providers would meet later this week to further
assess the situation. WannaCry ransomware has infected some 300,000 computers in more
than 100 countries. The malware encrypts files in the infected computer and demands pay-
ment for the decryption code.

There have been no reports any Thai government computer system being infected by the
malware, Digital Economy and Society Minister Pichet Durongkaveroj said yesterday.

m NORTH KOREA LINK EMERGES TO CYBERATTACKS 10A
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A sign in Samut Sakhon advertises an intemet bfuadhand package'in Burmese to attract residents from Myanmar.PORNPROM SATRABHAYA

GOVERNMENT

Broadband drive
picking up steam

CHATRUDEE THEPARAT

The cabinet has aclnowledged a plan for
TOT Plc and CAT Telecom Plc to form a
joint venture to run the national internet
broadband services.

The Digital Economy and Society Min-
istry yesterday reported to the cabinet that
the two state firms will set up a joint venture
to install an internet broadband network to
cover 24,700 villages at an investment cost
of 15 billion baht.

The installation is due to be finished
next year.

The government aims to cover a com-

bined 40,432 villages, 15,732 of which will
be handled by the National Broadcast-
ing and Telecommunications Commis-
sion. The regulator will use the universal
service obligation fund for the project,
but investment costs have not yet been
made available.

The development is part of govern-
ment efforts to provide affordable high-
speed internet access to low-income
rural households, in compliance with
the nation’s digital infrastructure devel-
opment roadmap.

The Digital Economy and Society Minis-
tryyesterday also reported on the progress
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of internet broadband installations. As of
April, the network has been installed in
99 villages.

The ministry plans to install the service
at 3,000 villages this month, 2,800 villages
in June, 8,200 in September and 10,601
in December.

Nathporn Chatusripitak, an adviser to
the PM’s Office Minister Suvit Maesincee,
said the NBTC is likely to finish its internet
broadband installations in remote areas by
the middle or late next year.

In a separate development, Govern-
ment Spokesman Sansern Kaewkamnerd
said yesterday that the National Council
for Peace and Order (NCPO) also agreed
to invoke Section 44 of the interim charter
to allow foreign universities and vocational
institutes to establish a presence in the
much-touted Eastern Economic Corridor
(EEC) and special economic zones.

The initiatives are intended to speed up
the development of the EEC and special
economic zones as well as tackle a short-
age in skilled labour. The government will
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later draw up a list of foreign universities
and vocational institutes to ensure that they
provide the utmost benefit to the coun-
try’s development.

Deputy Prime Minister Somkid Jatusrip-
itak said these initiatives would also attract
more private investment.

The EEC is intended to be a special
zone accommeodating investment in 10
targeted industries promoted as clusters
by the government.

The 10 industries are next-generation
cars; smart electronics; affluent, medical
and wellness tourism; agriculture and
biotechnology; food; robotics for industry;
logistics and aviation; biofuels and bio-
chemicals; digital; and medical services.

The corridor spans a combined 30,000
rai in three provinces: Chon Buri, Rayong
and Chachoengsao. The EECisan enhance-
ment of the Eastern Seaboard that has been
the region’s powerhouse for manufacturing
and trade.
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Banks must be
accountable

ast month, the hunt was on for an elderly embezzler

who scammed at least 1.4 billion baht from a respect-

able savings group. When tracked down, Assoc Prof

Sawad Saengbangpla, 79, shrugged and admitted

that for the past several years he had run the Chula-
longkorn University Savings Cooperative for personal gain.
He had lured members of the cooperative to invest in his
“government lottery cooperative” and transferred about 1.4
billion baht to himself since 2010. He then paid off debts and
took long holidays to gamble on Singapore’s Sentosa island
casino until the scam was discovered. Police told depositors
in effect, “too bad’; they had lost all their savings.

As always, the banks shake their heads in mock sympathy,
but secretly smile because they have no responsibility. In
today’s fast-moving economy, ever-more dependent on being
linked to banks digitally, Thai finance houses are becoming
more and more like the old stereotype. That's where mean
and stingy bankers care exclusively about profits, never about
customers. It's where bankers chuckle as they throw widows
out of their homes.

Thai banks are long overdue for a customer-friendly make-
over. It is scandalous the Thai Bankers Association (TBA)
hasn’t done this itself. It is frustrating and unsatisfactory that
the government and the Bank of Thailand have not done so.

Two immediate reforms are badly needed. One isa
scheme to protect depositors when money is stolen from

their accounts, such as
with counterfeit credit
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cards or forged docu-
ments. The other is to
make banks and other
finance houses and
institutions fully respon-
sible when consumers
lose money in, or because of, use of mobile banking apps
provided and pushed by the industry.

Stories about theft from bank accounts now are legion.
Highly organised gangs work around the world, cloning
cards, stealing passwords, presenting counterfeit documents.
In this criminal world, gang members can steal or buy credit
and ATM card numbers, make usable cards and drain an
unsuspecting person’s account in a few hours. Banks foolishly
and unethically treat this as an “in-house” crime, instead of
taking proper steps to help victims and other customers.

More up-to-date countries, with full support from card
companies and banks, now fully protect victims of such
scams and thefts. Thailand has made no move to do so.
Banks, short-sighted and heartless, are happy to see their own
customers wiped out. They could reimburse crime victims
who trusted the banks to keep their money secure. They
could even start insurance schemes against such thefts.

Current practice sees virtually all regulation from the
banking industry’s viewpoint. This is wrong-headed and mor-
ally wrong as well. A 21st century government should already
be insuring all accounts and auditing all financial services.
The Ministry of Finance and the TBA owe the public actual
explanations of services like PromptPay. While aggressively
pushing mobile phone apps on the country, neither the
government nor bankers are being at all forthright about the
risks involved.

The campaign by the National Broadcasting and Telecom-
munications Commission to take and store fingerprints
from every citizen to use for online banking ID is one of the
worst ideas. It comes closer to inviting fraud than preventing
it. Indeed, a mobile phone user lost 900,000 baht through
simple thievery of his True Move SIM card and ID details.
Another lost tens of thousands when a senior executive of the
leading mobile phone firm stole details of his identity from a
“secure” database — unregulated and unaudited, of course.

These cases were wrongly treated as individual crimes.
They are part of an evolving crime scene using updated tech-
nology and speed against victims. Banks and other finance
houses owe the public full protection against such thieves.
And if bankers refuse, the government must force them.

Stories about theft
from bank accounts
now are legion.
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