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s995UN15%1 SLA Portal tiiemsa9d@8uAl FD, FDV, FLR, Availability,
Bandwidth waz Bandwidth Utilization ¢t wazanunsatusiniulndluguuuy
csv la

ANSaVIAABU Service activation test AMNNNIFIU RFC 2544 Uag Y.1564 1ol
5895UNMF U Ethernet OAM (IEEE802.3ah) dw§un1svi SLA Lilensiaseuy

A" delay, jitter, packet loss uay availability lailuegstas

(6) sosFUMSANTEYALUY Jumbo frame fifivuna MTU Idldfeandn 12,000 byte

(7) 1l Power Supply WuU Redundant %39 Hot Swap 3143 2 ®Uw

(8) 995U Mac Address lalaidiaenin 32,000 Mac Address

(9)  5935UN5¥ Clock signal AUNASFIU IEEE1588v2 TC uag syncE

(10) aw1savinauauNInsgiulawa IEEE802.3ad Link Aggregation, IEEE802.1p,
IEEE802.1Q VLAN, IEEE802.1ad QinQ, IEEE802.3ah OAM uay IEEE802.1ag
CFM

(11) @u5avinauUmINensgId ITU-T G.8031 wuag ITU-T G.8032 ring protection 16

ﬂ!
iy o
o - 90
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A-4.2

(12)

(13)

(14)

(15)

g1u13nA1nuUn QoS Wuu CoS, DSCP, flow-based mirroring W@ VLAN
swapping and rewriting o

a11150U311599n1359UN Il 1UN19TUTUNTH Web Browser 138 GUI way
annsadntisgunsaiie Telnet, SSH vIA2 uaz SNMP vIA2/A3 1a
fiszuusnwauyasndonie Access Control List (ACL) @ansanuualeiluy
VLAN, CoS, MAC, EtherType, IPv4, IPv6, user-define 1]

annsadsdoya Log File wuu Syslog ldiduagnelos

@

AnuseInIsamatiavesszuuuImsaUnsaliugaunmnisliuinisdumesida

1

(SLA Management) dinasaudf agrsdpesiasialuil

(1)

(3)

58UV Avdanuisavinauluwuy Server - Client Centralized Model 161 wag
Lﬂul‘dmwmmﬁm Telecommunications Management Network (TMN) oR
Ju Software fiarunsausnisdanisludnume Centralized Configuration,
Centralized Control wag Monitoring aunsaiusitng (SLA Server) wavgunsel
Mfuauamasliusnsdumesiiln (SLA Client) Fauolfionmn Tnazdios
Lauanteu Hardware n3a1A30sABuRILABIAA1SARARY Software Lite
AruAule LLasﬁ¢Taammsaammzﬁﬁt’fmwuiwuﬂﬁﬁami (Operating Systems)
%3]

d111509A@8U Performance Test Wazlaninam1 Throughput, Latency,
Jitter, Frame loss 1# wazaunsadenwasnvesgunsal SLA Client Uatenng
LﬁaLLaﬂ\‘maLLUU Real Time Tud@quve9 Broadcast Packet, Multicast Packet
Traffic, Error wag Utilization I

anunsaimuagluuunsudasiou (Alert) ldeentioedasialuil

(3.1)  gunsaluaitne (SLA Server) / gunsal SLA Client fidousiafianiugued

nMsvinuiiaung
(3.2) guUnIniusvne (SLA Server) / gunsal SLA Client agfluaniugUan3e

Wa (Status On/Off)
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(4)

(5)

(6)

(7

(8)

(10)

anunsodwanisudasouluguuuvaavunediaanseiind (e-Mail) Sruulsiiey

n31 20 UgyT (e-mail)

'
a

5995UNsAMUAAVEve It ukULENSEAUAINANNsaluNsIdd Ty
uld WU s¥eU Administrator fiusgsu User Wusu
anusafvuaildauiuy Access Control List 16 uagfnnsaadeyauuu MAC
Filter 1o

AU5AMRUARUNIY LazUa8n1eueINITNAaaUlALUY 90603A Y38 YRS
wanegn wag fmun Profile lunsmaaeulaseedase 1wy Packet Latency,
Packet lJitter, Bandwidth utilization

ANNNTOLANINANTITVIAABULLUY Graphical LLaSLﬁUﬁuﬁﬂLﬁﬁlﬂ’]ifﬂﬁLﬁﬂ‘ﬁu (log)
Tneuundvestonudusesu Major, Minor #se Critical
szuusesansadaiuteyanisnsivasuluguuuy RAW Data fidrunans
srezatlitesndn 3 WWeu uagredaiunsadidayasen (Export) luguuuy
nansdidnnsedindlaatatios 1wy PDF w38 Excel

A111505995UNITUINITNITIANTTTLUUAUTEUULUY High Availability (HA)

5

A-5  szuumfuaanInnisiiuinisdumesidnaindiunans (SLA) nldaueglutagiuues

o @ a a v 1 é‘l’
ATUNU NENY. UINYALLBYA Aaraludl

a-5.1  s1iemsgunsalszuuiiuaunmnisiivinsdumesidnaindiunans Il

[

[

(1) gunsaimAugunmnslivinisBumeside (SLA Management) Usgnaude
Raisecom Nview Wag Raisecom RAX711
(2) guasalfiuRaunmnstiuin1sBumesdide (SLA Client) Raisecom RAXT701
!/
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szuuLa Portal / Mobile App | szuulnd
duuliuinsyssevu L o
\ ¢
Uszuvy T ?
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V. SEUUYTINTG ;
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3 ensiaseitieyszneulumenguuanaiosltnenvan 3 ngu feeluil

Qracle VM Server Oracle Linux Enterprise Oracle VM Server
[ i ' i s e e 1 Fm———————- Fmm———————
1 1 1 I | 1
1 App Server 1 App Server 2 1 1 Support Server 1 I | DB Server 1 |
T I |
! Bl Publisher 1 Bl Publisher 2 | 1 i | D l
| CPU:1 RAM: 16 CPU:1 RAM: 16 | ' | CPU6
1 | | OVM Manager | X RAM:200 |
1 SOA1 om1 SOA2 om2 1 | | | 1
1 CPU:5 CPU: 6 CPU: 5 CPU:6 | CPU:96  RAM: 512 1 e \
i ram:6a M Ram:32 RAM: 64 :3 i ! | ! - 1
| ! B
1 L

1 Web Portal 1 Web Portal 2 1 SRR G !
| I DB Server 2 |

1 CPU:G RAM:32 CPU:6 RAM:32 1 N Rz |
1 1 1 ! ; s I

T : - i CPU:6

1 Web Tier 1 Web Tier 2 1 | OVM Manager ! | s sy |
i CPUG RAM:32 CPUI6 RAM:32 | Sigateta 1 t 1
i | | cpuss RaM:s12 | | |
APP1 APP2 1 " 1 :

! CPU6 RAM:16 CPU:6 RAM:16 I 1 A e e |
1 | y visalhusung I ———— - 4
1 I | T e e 4 wisasidwsrunianegudanys

1

P AR
SAN Storage

3.1 ASesusdneuenndiadu (Application Server) Tngiin1saiiiunsinnsweniuisuas

° Y o a el 1 v v 1 &
MIUIN N?qﬂaﬁl@ﬂﬂaﬂq\?uaﬂﬂ\‘malﬂu

(1)

(2)

(3)

7
v

sruulenlsantnvsuenndindy WiiussuudansUnigldaulaeiinisines
waWAKLIS Oracle SOA Suite NN ToNTEIEIUAN o) VBITZUULTINIEAY

NIU Web service Naggnnmu1Iuuu Oracle SOA Suite

Y

[ v A v v =3 v v a a n’; L3 & a
sruUdan sUnTglda wazdanuldydgldnulaeiinsindeaniuaiuims

@ v

UnyBel91u Oracle Identity Governance (OIM) ﬁwﬁwﬁﬁmmsummﬁﬁmuﬁ

o

e

%
LY (3

Winannisaseiden wazunledeyagldnunuinisinsgens

° v A

JaufuUn@glderu Oracle Unified Directory (OUD) viwihiidmiiudeyatioyd

WISSTUU

Al¥au wasBeddeyatayddldnuiugeviiuiiuimsdayiglinu
sruuduruansdeyaisnisameideu waziihldaudumesidnlaeiinisinds
gonFuIsd miuldautiu Oracle Web Center Portal (WCP) ¥inui1fiuans
doya ¥1ans wagAwuznslden Wi-Fi dwmiudssivu
szuudunenwdiadu (Web Application) dmiuameidou waziihdszuuiiie

T udumesin
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3.2

3-3.3

(5)  szuusenseau lugluuuenaisdiannsedng (PDF) Tnefn1sndavensiuag
avisean Oracle BI Publisher siwithileensneauluguuuuenans

(6) 5¥UU Reverse Proxy nszanglnanludassuulaeiinisinsawenduas dmsu
fnufiunisifu Web-tier ivinidinsganelnanludaszuudng q Waiunse
vhauldegraiuszandam

\n3eausiwAwatiuayy (Supporting Server) Tnefinssniunishanwensiuag

wagvhwihil dselui

(1) 32U Radius Server ¥ivthillieusassming Access Controller Augnudeya
Uny¥igfldanulu LDAP

(2) iwumuqma'awuaqnmwaam%aaLLmh&JLaﬁauTﬂaﬁﬂﬁamc??q Oracle VM
Manager l4¥an1sninensvenniosatnesiass ldannszuvuioinis
Oracle VM Server 17

st eIz UL udeya (Database Server) lnefinsdiiunsindweniuasuas

vt difusruuusmstanisgruteyalneinisindamoniuas Oracle Database

Enterprise Edition vhmiiiidaufiudeyasa q Afatusinssuy

' v
caa v

emsverawsiannslulasinisiiley Asweludl

(1)

(4)

Oracle Enterprise Identity Services Suite 41U7U 9 License Processor ﬁw%’uaw‘?\‘l
ULLA3BIMITNE 18 Core Processor

Oracle SOA Suite tag Oracle Weblogic Suite 97uU7U 9 License Processor &1%3u
RamauuASesuaithe 18 Core Processor

Oracle Database Enterprise Edition Wag Oracle Real Application Cluster 3742 9
License Processor dmsufinssuuia3ausiang 18 Core Processor

Oracle WebCenter Portal Wag Oracle Weblogic Server Enterprise Edition 371172u 9

License Processor @11SUAnRIULLASBILLY18 18 Core Processor
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5 18aLRUANITNAUITEUVIU

dmsulassmssyuunTadeuwayssydvisnsidildaudumesiiln Ingudliusnisiesedne
Sumesilnegiiuegsuau 3 nqu uas telintsdulunsveneiunnmstiuimaiesesiuiud gy
Tngazdinsiindunsidoudeiunguiliuinsseviedumesiile laendudliuinisiasedie

a s a a o a o Y a = 1 a ¢ o v 1 &
BUVDTEURN UIUIU 8 UTWUN ﬁ;l:LMU’iﬂ’]’iLﬂi@‘U’WE)ULVIEJiLUG\ mmalﬂu

Tasenns fAdeueyn

v g val o v ¢ A P &8 B P: O o w
lassnsdnlnddyaralnsdniiadoun | o ysdn ng Suwmesiin aesuaistu S1in Wnvw)
wazuImsduwmesilannuiiadluiud | o U3$m duweshed wanau S1in (uvnww)

¥18YDU o USWM L%l 911 ()

Tassmsdalifiuimsdumedidnennidy | o 3w y3 Buwesiin aesUaisdu $1in Givww)
galuituivhilna o fAMsATIU Uia wnawdin

o faMsAu onvlas-ane

o USEm lauun walulad $1im @)

o UM nav InsaNunAN 9109 (UAIUU)

e faMsAsu lewmalazanie

o U3 3 Bumediin Aesuaistu $1in ()

e USHW DULMBSAIAMLAADY 911R (UUIU)

6 5ensgUnIniensanas (Hardware)

6.1 1As0uwYIe (311U 6 90) lawuansidauni nIeeusivng Application Server
Jruruetedos 2 ya, wnsosuddredmsuldauduszuugiutdeya (Database
Server) (Fuiustatiey 2 4n) 1I8awlU1Y Support Server (F1uiuse1atios 2 ya)

a

Inausiavyn Inaaudfedetos dastaluil

(1)  fvdlgUszaiananans (CPU) WUU 24 wnuuan (24 core) #30An31 wagll
A laitesnia 2.0 GHz Snubivesnin 2 niae

2) fviteanudvdn (RAM) wila ECC DDR4 #38finan dvuinliities n11 512 GB

(3)  advayumviiau RAID lieendn Raid 0,1,5

(@) Swhedafivdeya (Hard disk) wWuu SAS wiefndt vuraauqusiay gl
ounin 300 GB (Unformatted) dnudlunisviuliives nan 10,000 sou

AoUNY (rpm) 91U 2 YU
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(5) {fimesm Network wuu Ethemet flafuayuadnuiiawunalitesnit 10 GbE
atatioeduIU 4 Wasn

(6) TwoiALuU Fiber Channel fiatuayunnu3ivualitosndn 16 GbE ag1
wouduIu 4 wesn

(7)  aansofnfauLNInggIY RACK 19 §9 I

a

(8) fAvAndyonswIsdmiunisvia Virtualization ATEUAGULATEY ABNTILABTUA

Frefiinaue
6.2 gunaal (SAN Switch) (Sruusehatios 2 4n) Tnsuriaze SanauiAsielul

(1) fwesnvdiauds Fibre Channel (FQ) fianunsaldauldsuaulidesndn 24
ports Wiauay Fiber Auealaitiosnin 10 wns 91U 24 &

(2)  Port FC iWausslsfinnunsigegnlaifosnin 16 Gops.

(3)  @WIAUIMITIANTHIU Ethernet Port (RJ-45)

@)  $995UN15INSHIU Telnet, HTTP %38 Web Tool, SNMP 1@

(5) & Power Supply 91UUBE1IUOE 2 WUIY Y119IULUY Redundant Lag Hot
Swap

163 gunsaidaivdayanieuan (SAN Storage) wiey Rack 42 U d1uiusgties 1 4

Tnustazen anaudd dwiolud

(1)  Hnearunu (Controller) lidoenin 2 4

(2) fivulsauduuy Cache slidssndn 1 TB

(3)  fwnihe@eusauuy Fiber Channel aa1i§alaitiosndn 16 Gbps. w3e Andn
Sunubidesnii 12 wese

(@)  Tmheifudeya (Disk) Ailanusilidesnia 10,000 rpm Tnedl Interface wuu
SAS-3 vdeRndn Aiflmmigseviiae lifesndn 1.2 TB (Unformatted) $1uaulyl
Honi1 20 nuw

(5)  fvheiudeya (Disk) seesunisvenglasiihivdesnin 320 wiae

(6)  5995UN15Y Raid 5 (single-parity), 6 (double-parity) waz 10 (mirroring) 18u
RENGE!

(1) aunsaviheusmiussuugudeyaiiiiausldidustneg

(8) sessumbheifiudoya (Hard Disk) wuu SSD wa SAS ldluegnatios
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3-6.4

(9)  soaumslonsionu szuuUfuRnIsAsalUll Solaris, Linux wag Windows

(4 1 v
SILERNPRE

'
< o 2/

(10) gunsaldaiiudeyafiilauedzneddannsndnn1sHIy Web Browser 38

U
&

Desktop Client 839 browser user interface (BUI) #5® the command-line

interface (CLI) 1o

gunsninszaedyg s (Management Switch) Suiuegaey 2 ya lnellnuaudn

ame Uil
(1) §1 Port Interface wuu RJ-45 fianunsaldenldsunulitesndn 24 ports
(2) i Port RI-45 \Woumeldfinnuss 10 Gbps.

3
(

4)  $995UNTIANISHAU Web 3a CLI 19

ANUTOUSWITIANNTHIU Ethernet Port (RJ-45)

~

7 eMsTENAWIS

(1)

(2)

(3)

(4)

(5)

Oracle Enterprise Identity Services Suite 91U2U 9 License Processor drnfuingg
UULASEUTNE 18 Core Processor

Oracle SOA Suite tag Oracle Weblogic Suite 91147U 9 License Processor &1%5u
AAmauLLASaaLLtng 18 Core Processor

Oracle Database Enterprise Edition Wag Oracle Real Application Cluster 31174 9
License Processor dmiufinsauuta3aatiaitne 18 Core Processor

Oracle WebCenter Portal waz Oracle Weblogic Server Enterprise Edition 97U7U 9
License Processor dmiufinaauuta3aaite 18 Core Processor

Oracle Golden Gate &g Oracle Active Data Guard 97U2U 18 License Processor
AmsuRndauuLAIeaLsieng 36 Core Processor

LY [ v al

Suihsssndugnanunsaliuinisungesnuszuuy laeneesuseanIaumInangnan

Y

eCe

(Wewwdndud) nieanvnanuseduseinalnelagaseinfidannuamnsalunis

[

1395w wisulinsatuayunisswaneaenluszesiatlidesndt 60 weu (5 V)
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3-8 VAUAUNRIUITEUUU

8.1  nsinviiszuudises (Disaster Recovery Site) titenisaniilususdsneiiiesuazidu

anunuuinudsedlunsaiiindendn lagasliguuuuaniinenssy fadl

=18 NAT

s z

== F'fe:"a“ Public IP to Private IP
* _________ ;

AppServer App Server2 App Server DR1 App Server DR2

Web Tier1
RAM:16

Web Tier 1

CPU:9 RAM:16 CPU:S

Web Portal 1
CPU:9
RAM:32

Web Portal 1
CPU:9
RAM:32

APP 1
CPU:9
RAM:64

APP 1
CPU:S
RAM:64

Bl Publisher 1
CPU:1 RAM:32

Bl Publisher 1
U:1 RAM:32
1

S

CP!
0A
PU:

Web Tier DR1
RAM:16

Web Tier DR1

CPU9 RAM:16

CPU:S

Web Portal DR1
CPUS
RAM:32

APP DR1
CPUS
RAM:64

Web Portal DR1
CPU:9
RAM:32

APP DR1
CPU:S
RAM:64

Bl Publisher 1
CPU:1 RAM: 32

Bl Publisher DR1
CPU:1 RAM: 32

OIM DR1
CPU:S
RAM: 64

Replication o
Support Server 1 Support Server 2 Support Server DR1 Support Server DR2
cPU:48 RAM: 512 CPUM48  RAM:512 U VTS S Uaa T R
_____________________ 1 e e e e e e e g
I DB Server 1 0B Server 2 " I 0B Server 1 DB Server 2 |
1 T BT 583 Data Guard ! DB DRI TR DBDR2 1
1 CPUS ~ RA PUD :_-’1 cPUS ~ RAC CPUD |
1 RAM:200 RAM:200 I I RAM:200 RAM:200 .

ns19aeuludIuves Network 11@1u15atdeuse 910 Data Center site LU
Disaster Recovery Site
Fuflunsadrsuasinisaiesneufinnesiaiioulianunsasesiufiunisansa
Software fildluszuudises

sufiunisludauves Application Software fiszuudsasazaiiunismetu 2

JUMUU Al

(3.1)  atiunsfnnsganslasin
(32) awdunisdnaen deya Software Nin1sAnsalimnsligudneufiomes

wdn (Data Center Site) andailaszuudnses (Disaster Recovery Site)

@)  @nflunsludiuves Database Software 155UUA1509 9ANTUNTT lAe3BNNg
1 Data Guard Tne1in back up grudeyaiils gudasuiiainesndn (Data
Center Site) 41 Restore ﬁg’m%ya‘izuuﬁﬁm (Disaster Recovery Site) way

YINNNSIUUANISHIAT Data Guard
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(5)

(6)

(10)

(11)

(12)

(13)

ALlun15Anse Software Application NszuvdITad lagazvinnsiaaaln

¢

.y ‘ &
UVOYATONALIT AU

(5.1)  weriuIidm3U Aadaiunonmaindu (Web Application)

(5.2)  eevRusAmTuldauiu (Web Center Portal Application)

(5.3)  ganawIsysIINNTTeYa (SOA)

(5.4)  geWRwIsdmSU vmthiteansieau (81 Publisher)

(5.5)  wewRwIs Reverse Proxy nihfinseanelvanlugassuusng q

(56) woWFLIS Radius Server Mmtifilaunaszning Access Controller

174

fugudeyaUninlvenly LDAP

4

suilunisdnaen doya sewsuasidinisinsslinieile qudneufameindn

(Data Center Site) 41895¥Uud1584 (Disaster Recovery Site) 1a U‘ﬂ'aa,lua

godiag fall

(6.1) woWAuIsdmMTU nuadeawit1ediass OIM vt il danstind
Alga

6.2)  wonAwIsszuUTaAUTyTRlduluguuuy LDAP

duflumanmaasunazaniunslusesesns Patch Wilifeyamsefiuymagud

naufmasviAn (Data Center Site) dm¥umasuasiivhnsinsalml

vnsudladeyaludunismediuazassaeummienlunisliamu dmiy

gondwasTisiunsinasn

fuiunislaenis Replicate foyaanils quédnsuiaimasuan (Data Center

Site) 11€9 s¥UUAITRe (Disaster Recovery Site) @msuraniuasszuudaiiu

Unyairfldaniluguuuy LDAP

ns1vaeudaya TuiaTes OM Infideyadldivinnns Replicate u19ngud

ABUNILMDINAN (Data Center Site)

#1115 Recondiliation lutA3as OM titelwuulednfideya Flédvianas
Replicate 1164 s8uUd15849 (Disaster Recovery Site)

Aufiun1suteya Source Code il version Reaiun1a Data Center Site 1t
sfluns Deployment luflsszuudnses (Disaster Recovery Site)

audunsnadaulunslidauszuuneilsseuudises (Disaster Recovery Site)
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3-8.2

(14) duflunisnegeuadunisidanusyuudises (Disaster Recovery Site) 13U
Tnsensszuunsinaeunasszyansnsidildanudumeside aslyuuuuns

LY

AAuNs Aatl

(14.1) dnfiunsnsrvaeu Teyalugiudeyadils ssuudises (Disaster
Recovery Site)

(14.2) fuidunsmsraaeumsldaussuu wazaundaunsldiuvesssuud
ila szuUdIses (Disaster Recovery Site)

(14.3) dudunsseenliszuudsosdeyaanunsalianudussuugudoyavdn

(14.6) audunsusluludiuves Firewall 19911015 NAT Yaya Public IP iy
Private IP vy szuudses (Disaster Recovery Site)

(14.5) dudunisimadeunisidnlgusEuy ﬁguéﬂamﬁama%ﬁﬁaa iie

VNAADUNSAAUNIT LTI

nsadunisidaussuudises (Disaster Recovery Site) wisldamnsaldauszuusig
9 syuudsesazAesausaldiu aeluszeziia (Recovery Time Objective: RTO)

way nMseensuldveanisgaydedeya (Recovery Point Objective: RPO) fail

(1) lunsalszuunan luaunsaldauld ssuuiidisesasfesanunsasassunisleday

ngldau aeluszegiian (Recovery Time Objective: RTO) Mifviuamail

(1.1)  swuuiules (Web Center Portal) RTO wirfiu 24 Falus
(12)  szuumsredouuasszydnsnisidildeudunesida RTO wirfiu 24

e

@  lunsdfiinislenéromsvihanusessyuvansaumessningudnouinmasuan
uazAudnauieidisas umsteyaiigudreuiinnesdsesiondsenis
foyauirfuniafisenisdoyagymelitiunitsseznaniifmuniugud
poufiumeivdn o yafiinmgindomietiym Fedwmaldsyuvasaumesing
7 lugudaeuiinmeivanliamnsalivinisield Tnesrensfeyangud

a

AaNmesdsesResansathunldnulduiilaeinseeuiulivesmsgady

14

U8ya (Recovery Point Objective: RPO) firwiun fail
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2.1)  szuulules (Web Center Portal) RTO wirfiu 24 $lus

(22) szuuesIvdoukasrydnsnisidildeudumeside RTO wifu 24

ol

$83  Twazduatumeulunssndunsdmivunudisesnsdlasin1sszuunTIsdeULas

seyAvsmadldnudumediin wefiguuuunisduiuns &

(1) dufiuns Backup szuuguteyadises

2)  anfiumsinelng Backup lugassuugrudayandn

(3 sufluns Restore dayailldvinng Backup dwmiudeyavesgudeyadisosly
gaszuuguteyanan

(@  Auilun1snadn Parameter szuugudayandnuazszuuguteyadisedliild
47U Data Guard

(5) @influn15"eA1 Data Guard Parameter E’]U‘ﬁ@;&ﬁﬁlis‘lJUﬁ’)i@d (Disaster
Recovery Site) agilugtudeyandn drufudnauiiaineivdn (Data Center
Site) avsugnudeyadises

(6) Aufiuns Switch Over Lilevhnsadulgrudeyandneguugudneufianes
%én (Data Center Site) daugnutoyadi1sesvoguuszuudnso (Disaster
Recovery Site) ALy

(1) awfiunisunlaludiuees Firewall 1vinn1s NAT daya Public IP ffu Private
IP matlsudnaufiineswan (Data Center Site)

-84  s1wazdeaduneu lunsanduns adunisldauszuudise (Disaster Recovery
Site) ¥04 Bl Publisher d3ulasin1sseuunsiaaounazszyansnisidnlday
Suwmesiiln aefiguuuunsaniunis il
(1) grudeyadufiunsdeusedoyaseisns Data Guard
(2 Fuduminsaaeuteyavesgiuteyalumsisdl Bl Publisher fnsldnu
(3)  suflunsinsegeguasdmiuiminfieonsieeu (81 Publisher) iszuy

GRERNILHG
@  sulumawdendeyauasinsaseauly Bl Publisher Wilfoya $1uiussay
whriudaussuuugudreniameswdn (Data Center Site)
5)  madldszuunenuiissuudisessulufeadildousiu URL issuudises
/
s <. S S| N

Qoo s

-51-—



Y9ULAYDU (TOR) Tasenisnisdrseadeyasyuvatduayunisaniunisinlidiuinisiniauuauiugiu

Tnevhiauazuinisiiodsay (USO Redundant System)

-85 nisnadsvadun1sitey uldaulussuudises Isreaziden aell

(1) syuudrseadeyazsiesdinismaaeunislden sufunieunnunionlunisly
a1 Tngaziinsneaevadunisldon 1 addlussesinan 19

2 Taslunisnaasvazifulumuieulunisluszeziaan (Recovery Time
Objective: RTO) uazni1suausulaveinisgyidedaya (Recovery Point

Objective: RPO) MN1un
a £ v 9w a c & o o w v @
9 szuuasdeumasyyavsnisnldnuBumesiten dninau navv. IHwegluleqiu
$9.1  szuuasidounayszydnsnsidldnudumeside dsensaall

(1) wendursdnsuldauduszuudauinisUyddldeu (Identity & Access
Management Software)

(2)  @eWAWITNITININSIB91U (Reporting Tool)

(3)  wouWdwIsEmTuMIYIINNNSTRYA

(4)  s¥UU Activity monitoring

(5)  wenAwsAmSuldnuiy (Web Portal)

(6)  wavawIsAmIulduduszuunugiudeya (Database Software)
$:9.2  Temsudadnginiglusyuuanieaoutarssydvomsdldnudumesis

(1)  Oracle Enterprise Identity Services Suite

(2) Oracle SOA Suite wag Web logic Suite

(3) Oracle Database Enterprise Edition tag Real Application Cluster
(4)  Oracle Web Center Portal wag Web logic Server Enterprise Edition
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393 WHUAIMMUKAAITUABUNITYINNIUYBITEUUATIA@BULAE Tz YANTNITIdnld e
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AMANUIN 2. sTUUUIMsIaNsuazdaiudeyaasiasheniiames (Log)

-1 UAUAIWLUININNTTNNUYBITEUY

l Firewall
Log #1

////
Management g pr // Firewall
Server <P bl s A Log #2

—P me=3

| And Log Server AUIS2 mo Mbps = 20|
V\\‘\
" \\\ )‘ Firewall
Anes o N A R, Log#n
| s 552 G i

11N U

Anng a1 fud
USONET

[ v o a )
WnnuIwsdyan
AN NENY.

-2 ANUABINISIAL

(1)

v
Yo Y L v L3

NSURNRDIAARIUNT O

Y 9

Welanunsasudunisidu (Site d1599) lunsdin (Site an) luaunsaliusnisle viail

wiglugundinau nany. Idueglutagiu viesunanii

9
[ 7

gunsaluivnesasaunsasesivaunsalvatenislulassmsdalviiuinisseuuuing
Jamsuazdniudoyadsasaouiianes (USO Log) §1u3u 2,614 License (Ussnaume
License mEfléﬂﬂiamﬁw’tﬁﬁé’mfmm‘[mﬁwﬁm?{auﬁ'LLasU%miﬁumaﬁ‘LﬁmmmL%aqq
Tuiiufivreau (Zone C+) 117 763 4a waz License aneldlassnisdaliduinng
Sumefiineuiiigsluiiuiiidlng (Zone O 1w 1,851 )
filonassusetlaensaninguadn (\Wvemdndud) viearvguanuszdnlsenalng
Tnense Yusesitndnfusiiausidundndasiinlidineldaouuineu deglu
aensuan liifugunsaiiinnuiudpanmlvsuasdeldfiunufiasonidn/smite
nelusgezian 5 U wazdusesingunsaifauaiiuveli feegluaenisudn uay
szymsdulseiuduszesinat 5 T (Onsite Service 5 ) fuanniufitudeiaue
wieliszuus fanuvaondouasiiussAniniw (Performance) ssuun feslvemuas

Yosiulifadmsuniauivieniavdnsgnasinudniuniouivng
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a [

33 gunsalszuvuinisdanisdmivgunsalinuiainuuasadouarniiadudoyaasias

ronames Adsualiiiuimslulasinis @wau 1 9a) dnuaudiegaieydsmaluil

(1)

(2)

(3)
(4)

(5)

(7)
(8)

9)

Lﬂuqﬂﬂsaiﬂszmw Hardware Appliance %38 Software lunsdliauedu Software T
\duBLAIDIRBNRIMBsIINETE CPU 12 Core, RAM 64 GB

iinesn Gigabit Ethernet WUU RJ45 §1u7U 2 Wosm Wag 10 Gigabit Ethernet Ly
SFP+ 97UU 2 WOIA W3RN

il Hard Disk fiflenugsauiuldlaivfosndn 24 T8
aunsausmsianisgunsailasiunazasiadutoyassas Aauslulasansild uas
anunsnsesiumsdanisgunsaiidmunlude n-3 (2.1)

@11150%11 Dashboard, Upgrade Firmware, Backup and Restore Configuration, lag
Policy Management lailusgnetioy

v =]

annsafmusdvsuayszauanuddylitudguassuuanazdmnldanugunsaiuing

U

Jamsdmsugunsalsnuanudasadelalitesndt 2 seau (read-only, read-write)

HIUN155UTBIIULIRSEIU UL, FCC Class A wag VCCl e CE Wuaenatioy

P

o cala Yy ) v ) v v
LUUQﬂﬂ'ﬁm‘VINLﬂi@\?’ﬁlﬂﬂﬂ'ﬁﬂqLﬂ&nﬂUQﬂﬂiﬂJiﬂU'}ﬂ'}'}NUa@ﬂﬂULLaﬁmﬁflﬁ]ﬁ]UW@Ha

357195 dmsuAuY Maue
aa  al s x 3 a 1 L7
fidvslun1suiuuss Firmware aasnszeziadniulasans laglidlialddne

N\
(OS]



YBULYAYBI1U (TOR) lAsan1snsdrsestdeyassuvativayunisaniunisdnliduinsinsauuauiugiu
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34 sruuuimsdanisdmivaunsalshwianuvasadouarnsisdudeyadsiasneuiinines

néddna nanv. Tdnueglulagiu

4.1 UNUNNASTRURDTEUU

USO Net USO Net

Data Lagger{SRAN LTE0) :

3-4.2  T1ensgunIiszuuUIMITamsdmiugunsaishmanulasadeuazniaduteya

o

351957 nave. Tdueglutagiu dds

(1)  gUnsaliaivng Fortimanager 2000E (dunanq)
(2)  gUNInInTIaTUTRYATIIAT SRAN LT50 (Uanenna)

(3)  gunsalshwiAuUasnsiy Firewall Fortigate 50E (Uanemg)

.....................................................
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AMARUIN 2. STUUSHwIAUUasany (Firewall)

a-1 aunsalsnwimluUasniutAsadne (Next Generation Firewall) §7U2U 2 58UV @41

9

(4)

(5)

(6)

(8)

(9)

(10)

Lt

Lﬂuqﬂﬂiﬂj Firewall 1l Next Generation Firewall Wuu Appliance uagil Hardware
I RUUTZANTAINNISVIIIULUY SPU Hardware Acceleration (ASIC) il Firewall
Throughput lidesnin 158 Gbps

5895V Concurrent Session laagnatae 50,000,000 Sessions Laz New Sessions/Sec
I9aenatiae 460,000 Sessions/Sec

{1 SSL Inspection Throughput l3itfaen3n 21Gbps (ileidaldarusiudu IPS was
HTTPs)

31 IPsec VPN Throughput liitlaanin 98 Gbps waz SSL VPN Throughput lidaenin
10 Gbps

5895UNTA514 IPsec Tunnels WU Gateway to Gateway loagnetioy 40,000 Tunnels
WAz WUU Client to Gateway lfiegnatioy 200,000 Tunnels
HAAnumiaemsyinaueedlnsiea (Firewall Latency) 4e8n31 4 microseconds #50RNIN
il Threat Protection Throughput litieeni1 17 Gbps (Ualda1u Firewall, IPS,
Application control iaz Malware protection)

5895UN15%1 Virtual Firewall (Virtual Domain) lei@gnetioe 10 Virtual Domain way
aunsaeelang 500 Virtual Domains laluauian

ausnAuAN Application Ta1ur1u WAN link a1u@1 SLA fifamunain Latency,
Jitter, Packet loss Iouagnaias wazaiunsayin Fail-over link Tewuusnlusi@
mmmﬁaaﬁ’uﬁ'aﬂﬂmuﬂy’uqﬂ (Advance Threat Protection) lngdslwanesasdaly
5990V UTTUU Cloud-based Sandbox Ailsu3nisinednvendnsae wasldsunis
gWLAN Dynamic signature nasasseziialTulseiuy
au1saUo9un151auRANIUY I RIVITZUUAIY 9 910 IPS signature, Protocol
anomaly detection wazilszuu Rate-based DOS protection Uasriu TCP Syn flood,

Port scan, ICMP sweep liiusgaios
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(12)

(13)
(14)

(15)
(16)

(17)
(18)

(19)

(20)

(21)

(22)
(23)

ausanruaunistdauivles (Web Filtering) arudszinnvaaiuled (Web
Categories) laldaenin 78 Ussian wazarursanimuaussianiesls (Local
Categories)

aunsansvduuaztesiu Virus dunisldaumie Web, Mail uay FTP Iiiduseation

Tafpadaunaszuuwmsadny (Network Interface) agnatiae fail

(14.1) wuvu GE RJ45 Lidasnin 12 wase

(14.2) wuu 10 GE RJ45 Litlernin 4 99

(14.3) wUU 25 GE SFP28 %139 10 GE SFP+ litdesnin 14 o9
(14.4) wuv 40 GE QSFP+ laitiosnin 4 o9

31 Power Supply tuu Dual Power Supply waztduuuu Hot Swappable

41u150%1 Web Application Firewall iiensa3dau wagdasdunislaud web
Application Server Lt SQL Injection o

Tpuanunsalunisvia High Availability (HA) wuu Active-Active uaz Active-Passive 191
1$5un155U58IIATFINN ICSA Labs e Firewall, IPsec, IPS wag Antivirus 10y
ag oy
gunsaiflausainsavinuswiuszuuuimsdnnisiidieaiiuuazaunsalesnsieay
fiauslulasensiivesdinauanznssunishansnsyanedes fan1stnsimi uwas
AansinsALUNIANLRNRALE

finsSuuseiu (Warranty) Wussesianlddesnit 5 U
Namﬁm%ﬁ'muaﬁadagjlundu Leader U994 Gartner Magic Quadrant for Network
Firewalls ¥ 2019 n3aUUagUu

gunsalfedldsuseannsgu FCC, VA, CE, C-Tick, CB, USGvE/IPv6 uag UL {Wusghaley
filonanssusedlaensaandundn (\Wvewdndud) vieavguinuszdnusenelne
Tnenss Fusestwdnfusmaueifundnsusiindlingldauuineu Segly
arenisuda laidugunsaliiinuiuugsanninivasdslifiunuiiosenidn/smineg
melusgezian 5 U wagdusesirgunsaifiauaiuvesuy fegluateniswan uae

zumssulsziuluszezing 5 Y (Onsite Service 5 U) Huanniuntdudeiaus




o b L% o a s Val a &’
YBULIAYD1UY (TOR) lasenisnisdrsesdeyaseuvaiuayunisaiiunisinlniivinisinsauuianiugiu

Tnevhiiuazuinisiiiedens (USO Redundant Syster)

2-2  gunsaleanmenuuariiasgsilvdiea (Fwiu 1 syuv) Sdlauautiegnleenadl

(1)

(5)

(6)

(7)
(8)

9)

(10)

(11)

(12)

(13)

(14)

\Jugunsnl Hardware Appliance fianunsaLiusausasmnnisal (Logs or Events) 7
\AnTuuugunsnitiostuiaietng (Next Generation Firewall) fvauauilulasanisld
uazegnelfiaTesnenisiiieaiu

fioudousaszuuaIotne (Network Interface) Wuu 10 GE S1uanlsifosndn 2 wesn
WazWUU 10GE SFP+ Lieenin 2 veq

il Storage WU Hot Swappable A11uqlitioend1 24 TB war5835UN1591 RAID
0/1/5/6/10/50/60 lailuseatios

awmsm‘fmﬁu%a;ﬂalé’hjﬁaaﬂdﬂ 20,000 Logs/Events per second #39@1u190LaU
szuvBuiAnie i futeyaldmudormue

5945UN19¥191u52u U Device #38 Virtual Domain lagegalitdesnda 2,000
devices/VDOMs

il dashboard uansWavawuy NOC (Network Operations Center) wag SOC (Security
Operations  Center) \esdunisuanina monitoring  network  security,
compromised hosts, vulnerabilities, Security Fabric lLag system performance. A
RPLEANIGE)

anunsausmsinmsgunsalinilustanea HTTPS uaz SSH ldiueeales

3 Dashboard ﬁaqﬂ%’a;ﬂa Top sources, Top destinations, Top applications, Top
websites, Top threats, System events lLag Resource usage [ LERNIGE
a’lu’l‘mLLam‘ﬁ'azﬂa Log U Date, Time, Source IP, User, Destination IP lag Services
Iduegation

#3UuuUT1897U (Report templates) unlviagadae 30 JULUU Laga@1N1TOLEAAS
s1euluguuuures PDF, HTML uaz CSV Iiiuaensiliey
g3un1ssusesmmumsgu FCC, VCa, CE, CE waz UL \usdhalee

finsSuuseiu (Warranty) Wussesianlaidesnin 5 U
gunsaifllausaiunsaiuiinduszuuuinsinnislidlieatinvesdniney
ANZNIIUNSAANTNTEEIES Aansinsviad LasianisinsauunaANLiaIAle
fpnauifdsieludl dlagliFesfunisdsaile q uugunsaliiasiei Log ihiu uas

gunsallesiumiotneniaus
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(14.1) LLam‘ﬁajﬂa Top sources, Top destinations, Top applications, Top websites,
Top threats, System events ILla¥ Resource usage 8
(14.2) 980318974 AN Template LU 360 Protection Report, Admin and System

Events Report, Cyber Threat Assessment Iodusgnatiae

a (% (2

(15) Henassusadlaensnnguan (\W1veanansiue) vsearvnanyssinlseinalng

Tagnse Susosimndnduannaveidundaduaivdlineldauniney deegly

¢l

arensudn Lilugunsalniuiusuupanwlniuasdslifiuvnunasenidn/dming

s !

aeluszezian 5 Y waziusevitgunsainaueiduveslmi degluaenisndn uway

seynssulseiuiussesiagn 5 U (Onsite Service 5 U) duanniunidudeiaus

2-3  anuffnseaunsalsnwmnuUasnnensatie (Next Generation Firewall)

9

I
g

(1) Feee o ddnau name. ddnenulvg @ 1 ge)

(2) #nRa el Co-location (31 1 YA)

,k'ﬂ
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AAKYIN 9. NsiTeusalasenedumesiin (HighSpeed Internet)

%-1

as

N5U
A1)

§199zdoadaniuinisdumesidaainuiiags (Bumesidauwuud 1) lne Guarantee

bandwidth Iasdassiiunisinnstazidouleassuudumesiinuuuainnsniaiusqly

Usewalidaenin 1,000 wnzdnfeIuni wagserinalsewmelitasnin 200 wnzdnnaiund

a Jd o w % cal o v o a ¢ & ') Y a
ARFIY dIUNITU NEANY. Wiaﬁ\la‘ﬂﬂimmLﬂEJ'J‘U@\?IUﬂ’]iLGUEJQJIEN?%UUE]ULWE]'?JLUWIUFJ\?E?LWU?ﬂ'ﬁ

= v 1] a ¢ o v , o0 = a ' ) v 5
Winlvanunsaldaudumasiiala (31uu 1 2939) lnelisnvasidenag19tounall

(1

(2)

(3)

(@)

v YV

HSU
Y

AvueLav IP Address Vias&'uuﬁumaﬂﬁm F1ululidesnin 1 Class C uay M9
Inassnewa IP Address winiinmuanusniulunisldanunuil aus.nany. Sose
Tngldduswaudiannsaliusnisle
ﬁawn%auimﬁ’uquéuanLﬂé‘lawﬁagaﬁumai’tﬁmmaluﬂazmﬂ (National Internet
Exchange : NIX) aghatios 2 uis uagsauiuiinnnusqlitesnin 100 Gbps.
ﬁ'milf?j'aaﬂmﬁ’ugiuél,l,aﬂLU?{au%’auuaiszstmm (International Internet Gateway
:11G) 981aties 2 uris sauMuiinnuialadesnin 50 Gbps.
THusnisszeznatmudynn weil nsdnnuirliifsaneniouszaniamnis
gulunisanas ;E”U%’NG’T@QU%’ULﬁume%’JmiﬁamiaLﬁ@lﬁmmsﬂﬁu‘%mﬂﬁadw
\Reanenaziiusyavsnmn

v o 1 a § = @ Y [ 1Y 1 a
MNILABIVANIINATLYN (DULVBDITLUALUUN 2) @Gli?ﬂ’]’iiUﬂﬂ‘U@HﬁlﬁJ‘uaﬁJﬂ’ﬂ 100 nzUs

AOAUNT LAz WgaweranIsliunaanTzazaIdyy) (S 8 2935) wiauaunsalAum

@uMaNelaNsening co-location AU dyy Aaralull

(8)

Ut n3 Bumesidn resuaisdu $1in
USum il 3w (W)

USEN nav nsauunal 9100 (L)
VST Bumedasd waneu sain (uvaw)
USTM lauwun wialulag 91 (L)
AANNSIIUAT VA unauin

AansAnsu denalis-ane
Aansesiulemadazanie

[ |7 7
Y v

Vel nsdlsmainiiunauAtIN It A uIR s uRRveUA I M s
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AIANUIN ¥, anunnSsunsilisusalasenedumeasiin (co-location)

9-1  AMANYAE co-location HisneaziBunageley fall

(1

2)

(3)

(@)
(5)

(6)

(7

(8)

9)

(10)

(11)

(12)

(13)

seuluauddoyanauiianes (Data Center) Inadl Data Center #lFsunissuses
WMsFIUEINa LU Uptime Institute Tusgdv Tier Il s
Fosliiiusnsdmsusurhnadeauaivne (Co - location) vualitiesnd 42U 1w
laivesnin 5 Rack

Fosdnmdumesiinieldlunis Download/Upload Foya nefiaudlulsznely
PYouni1 1,000 wnelnmoiud wagsenineusswalidasnia 200 wnzdnmeIuii

£ %

o330 IP Address Tildagaieanarnanislidaulagnasegly IP Address yaineafiu
Fostiszuuliihilinasguliszuutestulunsznn nszen wassnwnssiuusifusgne
seiilos

fostiszuudnsadini (UPS) anunsadnenszualniiunussuundnlsviud
Fosdiiazesiuinluiindrses (Generator) lunsdifiszuulwihndndndas
nesdszuunisanenseudalninain 2 uwas (Redundancy)
Resllszuunsdenszudlnihannusazunes sl Power Outlet S1uiuliitesnin 24
Outlets (Outlets LUUKIT590 Lag/u3e Outlet WUUsTINA) ATBaFunszualniialy
eawasianisldau
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